Instalagao e ativagao de VPN (Windows)

Solicitar o certificado digital

Preencha o formuldrio https://servicos.rdc.puc-rio.br
No card “Intranet” - Selecione “Formularios de solicitagcdo”
Nao possui conta na intranet: “Inclusao de usuario”
Ja possui conta na intranet: “Alteragdo de usuario”
Duvidas? Envie um e-mail para cat@puc-rio.br .

Aguarde o e-mail contendo a chave de registro.

Baixar e instalar o cliente VPN

Cligue aqui para baixar o programa.

Execute o programa baixado (ex: £87.60_checkPointVPN.msi)
e siga os passos de instalacao.

PASSO

User Account Control X ﬁ Check Point VPN Installation Wizard - X

Do you want to allow this app to make
changes to your device?

"_-IE—I: Windows® installer
e

Verified publisher: Microsoft Windows

Welcome to Check Point VPN Installation Wizard

Installation Wizard will install Check Point VPN on your
computer. To continue, click Next.

Show mare details

I Yes I No
Back Cancel

ﬁ Check Point VPN Installation Wizard - X ﬁ Check Point VPN Installation Wizard
Client Products . n License Agreement .
Choose a product to install 6 CHECK POINT" Please read the following license agreement carefully. 6 CHECK POINT"
O Endpoint Security VPN Software License Ag t & Limited Hard Warranty ~
Enterprise Grade Remote Access Client, including basic Endpeint Check Point Software Technologies Ltd.

Security Features (Recommended for SecureClient replacement).
PARTI- SOFTWARE LICENSE AGREEMENT

This License Agreement (the “Agreement”) is an agreement between you (both
the individual installing the Product and any legal entity on whose behalf such
individual is acting) (hereinafter “You™ or “Your’) and Check Point Software
Technologies Ltd. (hereinafter “Check Paint”).

() secuRemote v

Basic Remote Access Clisnt
I@ | accept the terms in the license agreement I
| do not accept the terms in the license agreement

(®) Check Point Mabile
Enterprise Grade Remote Access Client.

Back Cancel Back Install Cancel

Selecione a opgdo “Checkpoint Mobile”



https://servicos.rdc.puc-rio.br/
mailto:cat@puc-rio.br
http://www.rdc.puc-rio.br/?page_id=4174

Installation Wizard Completed

Check Point VPN is successfully installed on your computer.
Click Finish to exit the wizard.

F1 Check Point

Cancel

Instalagdo concluida

30

J\4e) /) Configuracao inicial

Na barra tarefas, clique com o botdo direito
sobre o icone indicado e selecione “Connect”.

Connect
Connect to...
VPN Options {3 Check Point Mobile x
Mo site is configured. Would you like to configure a new site?
Help
Show Client i3
Shutdown Client
£ Site Wizard b4 A Site Wizard X
~ 7 ™
Welcome to the Site Wizard g
r
A, site is your gateway to network. resources, —
Welcome to the Site Wizard
To continue, fill in the required information and dick next.
Server address or Name: van‘rdc.pucﬂ-iu.br I
The wizard will guide you through the configuration of

a new site for the VPN dient, O Display name: vpn.rdc.puc-io.br

Preencher: vpn.rdc.puc-rio.br

e L _rec | Cancel helo Back Concel s

{21 Check Point Mobile

£ Site Wizard %
Check Point Mobile: E Check Point’ N ) N
SOFTWARE TECHNOLOGIES LTO. Login Option Selection ]
¢
Select pour login sequence choice from the options et by pour administrator --\J

v The site's security certificate is not trusted!

While verifying the site’s certificate. ible security risk: di: ered. . - -
Pm: "E)e(:il:'gfnr:n; isnfﬂm.alﬁﬂ: Lt Plsmat == Please select your preferred login option from the following list

Certificado pessoal (Default) -
Details

Check Point Mobile is connecting to site:

[ de puc-io br |

‘Which has the following fingerprint:
|REB MEW WIND COY WORN RIDE VERY RUBE TIED MARK TINT CHEW ‘

We strongly recommend that you contact your system administrator about these issues. By
clicking "Trust and Continue”, you corffim that you are aware of the risks and agree to

continue

Cancel Back Cancel Help

Se esta tela néo for exibida, passe para a préxima etapa.



{20 Site Wizard X
Certificate Authentication ..._;\_.
L - s g
Select pour certificate type for authentication. \d

(®) Select certificate from hardware or software token (CaPT)

O Use certificate from Publicey Cryptographic Standard (PKCS #12) file

[ check this if you don't have a certificate yet (works only with ICA certificates)

& Site Wizard x

Site created successfully

Back Cancel Help

{i. Check Point Mobile %

Would you like to connect?

Back Cancel Help

{8 Check Point Mobile w0 96

Authentication

Please provide a certificate to authenticate

Certificate: v a2 ,

Click here if you don't have a certificate for this site I

Connect Cancel Help

Selected Login Option: Certificado pessoal Change Login Option Settings

(&) Check Point Mobile — O 4

Site: vpn.rde.puc-rio.br =

ation

Provider: Microsoft Base Cryptographic Provider v1 ,

Registration Key: C

Click here if you already have a certificate for this site

I Enrol I Cancel Help

Selected Login Option: Certificado pessoal Change Login Option Settings

Digite a chave de registro recebida por e-mail.

Security Warning

You are about to install a certificate from a certification
! authority (CA) claiming to represent:

fw-gerencia..v75hst

Windows cannot validate that the certificate is actually from
“fw-gerencia..w75hst", You should confirm its origin by
contacting “fw-gerencia..w75hst™, The following number will
assist you in this process:

Thumbprint (shal): 91E9136A 80815504 68EDSA19 DABEFEAD
B7B7BC19

‘Warning:

If you install this root certificate, Windows will automatically
trust any certificate issued by this CA. Installing a certificate
with an unconfirmed thumbprint is a security risk. If you click
“Yes” you acknowledge this risk,

Do you want to install this certificate?

& Enrollment succeeded

Check Point Mobile®

/IR, 1007

m
‘j_‘ Enrollment succeeded

Close Details »>

&) Check Paint Mobhile — o 4

Site: vpn.rdc.puc-rio.br <

Authentication

Please provide 3 certificate to authenticate

wex \JERIFIQUE SEU NOME | 9
—

Click here if you don't have & certificate for this site

- = i

Selected Login Option: Certificado pessoal Change Login Option Settings




E; Check Point Endpoint Security VPN GUI

Conexdo estabelecida

- Check Point Mobile A virtualizagdo ja pode ser acessada
Connection sut led p
-onnection ‘ normalmente, através do seu navegador.

Para conectar

Connect

Connect to..

VPN Options Na barra de tarefas, clique com o
Help botdo direito sobre o icone indicado e
Show Client selecione “Connect”.

Shutdown Client
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Enquanto vocé estd conectado, o icone na barra
de tarefas apresenta o circulo em cor verde.

Disconnect

VPN Options

Ndo esqueca:

Hele Ao término, desconecte-se da VPN.

Show Client

Shutdown Client
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